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Overview

m A computer’s job is to process data

= Computer (CPU, cache, and memory)

= Move data into and out of a system (between 1I/O devices and memory)
m Challenges with 1/0 devices

= Different categories: storage, networking, displays, etc.

= Large number of device drivers to support
= Device driver run in kernel mode and can crash systems
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Overview (Cont.)

m I/O management is a major component of operating system
" |mportant aspect of computer operation
= |/O devices vary greatly
= Various methods to control them
" Performance management
= New types of devices frequent

m Ports, busses, device controllers connect to various devices

m Device drivers encapsulate device details

" Present uniform device-access interface to I/0O subsystem
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Unix 1/0O Overview

m A Linux file is a sequence of m bytes:
= B,, By, ..., B, ..., B,

m Cool fact: All /0O devices are represented as files:
" /dev/sda2 (/usr disk partition)
= /dev/tty2 (terminal)

m Even the kernel is represented as a file:
= /boot/vmlinuz-3.13.0-55-generic (kernelimage)
= /proc (kernel data structures)
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Unix I/O Overview

m Elegant mapping of files to devices allows kernel to export
simple interface called Unix I/O:
= QOpening and closing files
= open ()andclose()
= Reading and writing a file
= read () and write ()
= Changing the current file position (seek)

» indicates next offset into file to read or write
= 1seek ()

Bp | By |eee Bi.1| Bk |Bii1| @ @ ©

t

Current file position = k
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File Types

m Each file has a type indicating its role in the system
= Regular file: Contains arbitrary data
= Directory: Index for a related group of files
= Socket: For communicating with a process on another machine

m Other file types beyond our scope
= Named pipes (FIFOs)
= Symbolic links
" Character and block devices

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 15



Carnegie Mellon

Regular Files

m A regular file contains arbitrary data
m Applications often distinguish between text files and binary
files
= Text files are regular files with only ASCIl or Unicode characters
= Binary files are everything else
= e.g., object files, JPEG images
= Kernel doesn’t know the difference!
m Text file is sequence of text lines
= Text line is sequence of chars terminated by newline char (‘\n’)
= Newline is 0xa, same as ASCII line feed character (LF)

m End of line (EOL) indicators in other systems
= Linux and Mac OS: ‘\n’ (Oxa)
= line feed (LF)
= Windows and Internet protocols: ‘\r\n’ (0xd Oxa)
= Carriage return (CR) followed by line feed (LF)

carriage return
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Directories

m Directory consists of an array of links

= Each link maps a filename to a file

m Each directory contains at least two entries
= (dot)is alinkto itself

. . (dot dot) is a link to the parent directory in the directory
hierarchy (next slide)

m Commands for manipulating directories
" mkdir: create empty directory
= 1s:view directory contents
= rmdir: delete empty directory
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Directory Hierarchy

m All files are organized as a hierarchy anchored by root directory
named / (slash)

/
bin/ dev/ etc/ home/ usr/
bash ttyl group passwd droh/ bryant/ include/ bin/
hello.c stdio.h sys/ vim
unistd.h

m Kernel maintains current working directory (cwd) for each process
" Modified using the ed command

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 18
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Pathnames

m Locations of files in the hierarchy denoted by pathnames

= Absolute pathname starts with ‘/’ and denotes path from root
» /home/droh/hello.c

= Relative pathname denotes path from current working directory
= ../droh/hello.c

/ cwd: /home/bryant
bin/ dev/ etc/ home/ usr/
bash ttyl group passwd droh/ bryant/ include/ bin/

N\

hello.c stdio.h sys/ vim

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition unistd.h 19




Opening Files

m Opening a file informs the kernel that you are getting ready to
access that file

int £d; /* file descriptor */

if ((fd = open("/etc/hosts", O RDONLY)) < 0) {
perror ("open") ;
exit(1l);

m Returns a small identifying integer file descriptor
"= fd == -1 indicates that an error occurred

m Each process created by a Linux shell begins life with three
open files associated with a terminal:

= (O:standard input (stdin)
= 1]:standard output (stdout)
= 2:standard error (stderr)
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Closing Files

m Closing a file informs the kernel that you are finished
accessing that file

int f£d; /* file descriptor */
int retval; /* return value */

if ((retval = close(fd)) < 0) {
perror ("close") ;
exit(1l);

m Closing an already closed file is a recipe for disaster in
threaded programs

m Moral: Always check return codes, even for seemingly
benign functions such as close ()
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Reading Files

m Reading a file copies bytes from the current file position to
memory, and then updates file position

char buf[512];

int £d; /* file descriptor */
int nbytes; /* number of bytes read */
/* Open file fd ... */

/* Then read up to 512 bytes from file fd */

if ((nbytes = read(fd, buf, sizeof(buf))) < 0) {
perror ("read") ;
exit(1l);

m Returns number of bytes read from file £d into buf
" Returntype ssize tissigned integer
= nbytes < O indicates that an error occurred

= Short counts (nbytes < sizeof (buf) )are possible and are not
errors!
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Writing Files

m Writing a file copies bytes from memory to the current file
position, and then updates current file position

char buf[512];
int £d; /* file descriptor */
int nbytes; /* number of bytes read */

/* Open the file fd ... */
/* Then write up to 512 bytes from buf to file fd */
if ((nbytes = write(fd, buf, sizeof(buf)) < 0) {
perror ("write") ;
exit(1l);

m Returns number of bytes written from buf to file £d
" nbytes < 0 indicates that an error occurred
= As with reads, short counts are possible and are not errors!
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Simple Unix I/0 example

m Copying stdin to stdout, one byte at a time

#include "csapp.h"

int main(void)

{
char c;
while (Read (STDIN FILENO, &c, 1) !'= 0)

Write(STDOUT_FILENO, &, 1) ;

exit (0) ;

}
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On Short Counts

m Short counts can occur in these situations:
= Encountering (end-of-file) EOF on reads
= Reading text lines from a terminal
= Reading and writing network sockets

m Short counts never occur in these situations:
® Reading from disk files (except for EOF)
= Writing to disk files

m Best practice is to always allow for short counts.
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File Metadata

m Metadata is data about data, in this case file data

m Per-file metadata maintained by kernel
= accessed by users with the stat and £stat functions

/* Metadata returned by the stat and fstat functions */

struct stat {
dev t st _dev; /* Device */
ino t st _ino; /* inode */
mode t st mode; /* Protection and file type */
nlink t st nlink; /* Number of hard links */
uid t st uid; /* User ID of owner */
gid t st gid; /* Group ID of owner */
dev t st rdev; /* Device type (if inode device) */
off t st size; /* Total size, in bytes */
unsigned long st blksize; /* Blocksize for filesystem I/O */
unsigned long st blocks; /* Number of blocks allocated */
time t st atime; /* Time of last access */
time t st mtime; /* Time of last modification */
time t st ctime; /* Time of last change */

};
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How the Unix Kernel Represents Open Files

m Two descriptors referencing two distinct open files.
Descriptor 1 (stdout) points to terminal, and descriptor 4
points to open disk file

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

File A (terminal)

stdin fdo File access
stdout fd1 7 File pos File size Info in
stderr fd2 File t stat
refcnt=1 e e
fd 3 _ .yp struct
fda | ~] : :
\File B (disk)
- File size
File pos
refcnt=1 File type
File pos is maintained per open file
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File Sharing

m Two distinct descriptors sharing the same disk file through
two distinct open file table entries

= E.g., Calling open twice with the same £ilename argument

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

File A (disk)
stdin fdo File access
stdout fd1 . : :
File size
stderr fd2 File sl .
fd3 refcnt=1 File type
fd 4 : :
\File B (disk)
/7
File pos
refcnt=1
Different logical but same physical file
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Creating Processes

m Parent process creates a new running child process by
calling fork

m int fork (void)

= Returns 0 to the child process, child’s PID to parent process
= Child is almost identical to parent:

= Child get an identical (but separate) copy of the parent’s virtual
address space.

= Child gets identical copies of the parent’s open file descriptors
= Child has a different PID than the parent

m forkis interesting (and often confusing) because
it is called once but returns twice
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Conceptual View of fork

Memory Memory
parent child
Stack Stack Stack
Heap 9 Heap Heap
Data Data Data
Code Code Code
Saved Saved Saved
registers registers registers
CPU CPU
Registers Registers

m Make complete copy of execution state

= Designate one as parent and one as child
= Resume execution of parent or child

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition
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fork Example

Int main(int arge) chaz < azgv) m Call once, return twice

{

bid t pid; m Concurrent execution

int x = 1; = Can’t predict execution

_ order of parent and child
pid = Fork() ;

if (pid == 0) { /* Child */
printf ("child : x=%d\n", ++x);
return O;

}

/* Parent */
printf ("parent: x=%d\n", --Xx);
return O0;

} fork.c

linux> ./fork linux> ./fork linux> ./fork linux> ./fork
parent: x=0 child : x=2 parent: x=0 parent: x=0
child : x=2 parent: x=0 child : x=2 child : x=2

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 32



Modeling £ork with Process Graphs

m A process graph is a useful tool for capturing the partial
ordering of statements in a concurrent program:
= Each vertex is the execution of a statement
" a->b means a happens before b
= Edges can be labeled with current value of variables
" printf vertices can be labeled with output
= Each graph begins with a vertex with no inedges

m Any topological sort of the graph corresponds to a feasible
total ordering.

= Total ordering of vertices where all edges point from left to right
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Process Graph Example

int main(int argc, char** argv)

{
pid t pid;
int x = 1;
child: x=2 ,
pid = Fork() ; f?;tf e:;t Child
if (pid == 0) { /* Child */ P
- PRI e " . == arent: x=0

printf ("child : x=%d\n", ++x); o X p o o Parent

return O; main for printf exit
} k

/* Parent */
printf ("parent: x=%d\n", --x);
return O;

} fork.c

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 34
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Interpreting Process Graphs

m Original graph:

child: x=2
>® >®
printf exit
x==1 J parent: x=0
® »® e
main for printf exit
k
= Relabled graph: Feasible total ordering:
[T YYD
. S g o a b e C f d

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition
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How Processes Share Files: fork

m A child process inherits its parent’s open files
= Note: situation unchanged by exec functions (use £entl to change)

m Before fork call:

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

File A (terminal)

stdin fdo File access
stdout fd1 - . . :
File size
stderr fd2 il pos .
fd 3 refcnt=1 File type
fd 4 ~ : :
: File size
File pos
refcnt=1 File type

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 36
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How Processes Share Files: fork

m A child process inherits its parent’s open files
m After fork:

= Child’s table same as parent’s, and +1 to each refcnt

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

Parent File A (terminal)
fd 0 / File access
fd1l — ) o .
File size
fd 2 File pos :
fd 3 refcnt=2 File type
fd 4 ~ : :
Child File B (disk) __—Tn
y s File access
fd 0 / —
fd 1 7 File pos File size
fd 2 refont=2 File type
fd 3 :
fd 4

File is shared between processes
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/O Redirection

m Question: How does a shell implement I/O redirection?
linux> 1ls > foo.txt

m Answer: By calling the dup2 (o1ldfd, newfd) function
= Copies (per-process) descriptor table entry o1ld£fd to entry newfd

Descriptor table Descriptor table
before dup2 (4,1) after dup2 (4,1)
fd O fd O

fdi|la fd1|b

fd 2 fd 2

fd 3 fd 3

fd4a | b fd4 | b

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 38
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/O Redirection Example

m Step #1: open file to which stdout should be redirected
= Happens in child executing shell code, before exec

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

File A
stdin fdo File access
stdout fd1 - . . :
File size
stderr fd2 il pos .
fd 3 refcnt=1 File type
fd 4 ~ : :
: File size
File pos
refcnt=1 File type
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/0 Redirection Example (cont.)
m Step #2: calldup2 (4,1)

= cause fd=1 (stdout) to refer to disk file pointed at by fd=4

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]

File A
stdin fdo File access
stdout fd1 N . Fi i
ile size
stderr fd2 N File pos -
fd 3 refcnt=0 File type
fd 4 ~ : :
File B
: File size
File pos
refcnt=2 File type
Two descriptors point to the same file ;
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Warm-Up: I/O and Redirection Example

#include "csapp.h"
int main(int argc, char *argv|[])
{
int £d1, £d4d2, £d3;
char cl, c2, c3;
char *fname = argv[l];
fdl = Open(fname, O RDONLY, O0);
fd2 = Open(fname, O RDONLY, O0);
fd3 = Open(fname, O RDONLY, O0);
Dup2 (fd2, £d3);
Read (fdl, &cl, 1);
Read (£fd2, &c2, 1);
Read (£d3, &c3, 1);
printf("cl = %c, c2 = %c, c¢3 = %c\n", cl, c2, c3);
return O;
} ffilesl.c

m What would this program print for file containing “abcde”?

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 41
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Warm-Up: I/O and Redirection Example

#include "csapp.h"

int main(int argc, char *argv|[]) cl = a c2 = a c3 = b
14 14

{

int £d1, £d4d2, £d3;
char cl, c2, c3;
char *fname = argv[l];
fdl = Open(fname, O RDONLY, O0);
fd2 = Open(fname, O RDONLY, O0);
fd3 = Open(fname, O RDONLY, O0);
Dup2 (£d2, £d3); < dup2 (oldfd, newfd)
Read (fdl, &cl, 1);
Read (£fd2, &c2, 1);
Read (£d3, &c3, 1);
printf("cl = %c, c2 = %c, c¢3 = %c\n", cl, c2, c3);
return O;

} ffilesl.c

m What would this program print for file containing “abcde”?
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Master Class: Process Control and 1/O

#include "csapp.h"
int main(int argc, char *argv|[])
{
int £di;
int s = getpid() & Ox1;
char cl, c2;
char *fname = argv[l];
fdl = Open(fname, O RDONLY, O0);
Read (fdl, &cl, 1);
if (fork()) { /* Parent */
sleep(s) ;
Read (fdl, &c2, 1);
printf ("Parent: cl = %c, c2 = %c\n", cl, c2);
} else { /* Child */
sleep(1l-s);
Read (fdl, &c2, 1);
printf ("Child: cl = %c, c2 = %c\n", cl, c2);
}
return 0O;
} ffiles2.c

m What would this program print for file containing “abcde”?
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Master Class: Process Control and 1/O

#include "csapp.h" |

int main(int argc, char *argv[]) Child: cl = a, c2 = b
{ Parent: cl = a, c2 = c
int £di;
int s = getpid() & Ox1;
char cl, c2; Parent: cl = a, c2 =D
* = . .
SRS IETEND = EFETA) f Child: ¢l = a, c2 = c
fdl = Open(fname, O RDONLY, O0);

Read (fdl, &cl, 1);

if (fork()) { /* Parent */ Bonus: Which way|does it go?
sleep(s) ;
Read (£fdl, &c2, 1);
printf ("Parent: cl = %c, c2 = %c\n", cl, c2);
} else { /* Child */
sleep(1l-s);

Read (fdl, &c2, 1);
printf ("Child: cl

]
o\
Q
N
N

]

$c\n", cl, c2);
}

return O;

} ffiles2.c

m What would this program print for file containing “abcde”?
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Standard 1/O Functions

m The Cstandard library (Libc. so) contains a collection of
higher-level standard 1/0 functions
= Documented in Appendix B of K&R

m Examples of standard 1/0O functions:
= Opening and closing files (fopen and fclose)
= Reading and writing bytes (fEread and fwrite)
= Reading and writing text lines (Egets and fputs)
= Formatted reading and writing (Escanf and fprintf)
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EAhellof2 Sy 61 Ui BA

(BRELL FTRRPERNRMEEEp sys writeR] [ H=F1/05 3 :

#include <stdio.h> =&, HiEr 1 DMA
int main()

{ printf("hello, world\n"); il FrrdRinhREEHAER

\ fsys write RGRFIIRSS i SC
BPEH, STERETS P, BT

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

| main() printf() write() system_call() | | sys write()
| /'{ L L //g - .
S| oo / cee q coo .

| printfQ; | [xo000; 7 | | int 080T xo0ox();
RS RN
A /OlFfE EGEM | RAEME RAAR
 RPERF HEEY L QEER e
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Standard 1/O Streams

m Standard I/O models open files as streams

= Abstraction for a file descriptor and a buffer in memory

m C programs begin life with three open streams
(defined in stdio.h)
" stdin (standard input)
= stdout (standard output)
" stderr (standard error)

#include <stdio.h>

extern FILE *stdin; /* standard input (descriptor 0) */
extern FILE *stdout; /* standard output (descriptor 1) */
extern FILE *stderr; /* standard error (descriptor 2) */

int main() {
fprintf (stdout, "Hello, world\n");

}
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Buffered 1/0: Motivation

m Applications often read/write one character at a time
" getc, putc, ungetc
" gets, fgets
= Read line of text one character at a time, stopping at newline
m Implementing as Unix 1/0 calls expensive

" read and write require Unix kernel calls
= > 10,000 clock cycles

m Solution: Buffered read
= Use Unix read to grab block of bytes
= User input functions take one byte at a time from buffer
= Refill buffer when empty

Buffer | already read unread

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 52



Buffering in Standard 1/0O

m Standard 1/0 functions use buffered 1/0

printf ("h") ;

printf ("e") ;

printf ("1") ;

printf ("1") ;

printf ("o") ;

buf | printf ("\n");

\ 4 \ 4 \ 4 A l

hlellll]ol\n

fflush (stdout) ;

v

write(1l, buf, 6);

m Buffer flushed to output fd on “\n”, call to ££1ush or
exit, orreturn frommain.
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Standard 1/0 Buffering in Action

m You can see this buffering in action for yourself, using the
always fascinating Linux strace program:

#include <stdio.h> linux> strace ./hello
execve ("./hello", ["hello"], [/* ... */]1).
int main() ...
{ write(l, "hello\n", 6) = 6
printf ("h") ; ...
printf ("e") ; exit group (0) = °?

printf("1") ;
printf("1") ;
printf ("o") ;
printf ("\n") ;
fflush (stdout) ;
exit (0) ;
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Today

m |/O Systems

m Unix1/0

m Metadata, sharing, and redirection
m Standard 1/O

m Closing remarks
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Standard 1/O vs. Unix 1/0O

m Standard I/0 is implemented using low-level Unix 1/O

fopen fdopen
fread fwrite
fscanf fprintf
sscanf sprintf | C application program
fgets fputs \

fflush fseek \
fclose { Standard 1/0

functions

open read
write lseek |«----
stat close

Unix 1/0 functions
(accessed via system calls)

m Which ones should you use in your programs?

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 56



Carnegie Mellon

1P 1/0 A

APPSR AL TRA#AIRLI/OEK:

(1) [ERERESREITEI/OEREL. fll, ECGESEFPILIRE(E
Hi{%fopen, fread, fwriteflifcloseZEI{HR{EEREL, BEprintf, putc,
scanffllgetcEFHEHI&1/0FE. EFEEIEERIF!

(B2, (ERtREl/OFERMBIATIANAEBIARE:
(a) titEl/ ORI A RERIESHFRIZ 2 1E (FEDN/REENHNH)
(b) FRI/OEFERLRY, IERFWMFF/ORIESSRa T BE4AEEMAT

(c) BRFESEELE(ERREI/ORFEEISEIRI/OLIEE, W, AIEALZEENSL
HTEiERIEE (TERE R DMNHEIEIRE)

(d) ReH{TMERIESIENRZ T HIE P XinHSF XS

(2) (EFHOSIRHIAPIRLALZSIER. flal, EWindowsHEIE{ERR

CreateFile, ReadFile, WriteFile, CloseHandleZ X {HE{EAPIKEYL, Bk
ReadConsole, WriteConsoleZHZHI&l/ORAPIEFEL, ¥FUnixagLinux
RARER, WEEER{Ropen, read, write, closeFZRFRRRAFIREEL,
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Pros and Cons of Standard 1/O

m Pros:
= Buffering increases efficiency by decreasing the number of read and
write system calls

= Short counts are handled automatically

m Cons:
= Provides no function for accessing file metadata
= Standard I/O functions are not async-signal-safe, and not appropriate for
signal handlers
= Standard I/O is not appropriate for input and output on network sockets

= There are poorly documented restrictions on streams that interact
badly with restrictions on sockets (CS:APP3e, Sec 10.11)
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Pros and Cons of Unix 1/0

m Pros
= Unix I/O is the most general and lowest overhead form of I/O
= All other I/O packages are implemented using Unix |/O functions
= Unix I/O provides functions for accessing file metadata

= Unix I/O functions are async-signal-safe and can be used safely in signal
handlers

m Cons
" Dealing with short counts is tricky and error prone

= Efficient reading of text lines requires some form of buffering, also tricky
and error prone

= Both of these issues are addressed by the standard 1/0O
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Choosing 1/0 Functions

m General rule: use the highest-level 1/0 functions you can

= Many C programmers are able to do all of their work using the standard
|/O functions

= But, be sure to understand the functions you use!

m When to use standard I/O

= When working with disk or terminal files

m When to use raw Unix I/O
" |nside signal handlers, because Unix I/0 is async-signal-safe
" |n rare cases when you need absolute highest performance
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(2) SxE. VORFEHETES, FOSRAEINIKENIER
HiTES, XN RAPRERFRBSSEEHNET.

(3) BFE. ARIgFZEHEEHEERX, Bifn, I/ORES5E
NzZBEERERFSHIRR/0RB, REHSHMARE
[ARZSEETS, _Ilth,lé?ﬁEEIOS}E‘.'mFIJEﬁEE TZFRLIE,

BB, MM TRERIRAF ‘
IS ZHEE R SR ITIR? HRGEA!
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Aside: Working with Binary Files

m Functions you should never use on binary files
" Text-oriented I/O: such as £fgets, scanf
= Interpret EOL characters.

= String functions

» strlen, strcpy, strcat

= |nterprets byte value O (end of string) as special
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How does the CPU talk to devices?

m Device controller: Hardware that enables devices to talk to the
peripheral bus

m Host adapter: Hardware that enables the computer to talk to
the peripheral

m Bus: Wires that transfer data between components inside
computer

m Device controller: allows OS to specify simpler instructions to
access data

m Example: a disk controller

= Translates “access sector 23” to “move head reader 1.672725272 cm
from edge of platter”

= Disk controller “advertises” disk parameters to OS, hides internal disk
geometry. Most modern hard drives have disk controller embedded as a
chip on the physical device
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|/O Hardware

m Incredible variety of 1/0 devices
= Storage
" Transmission
" Human-interface

m Common concepts — signals from 1/O devices interface with
computer

= Port — connection point for device

= Bus - daisy chain or shared direct access

= Controller (host adapter) — electronics that operate port, bus, device
= Sometimes integrated
= Sometimes separate circuit board (host adapter)
= Contains processor, microcode, private memory, bus controller, etc

— Some talk to per-device controller with bus controller,
microcode, memory, etc
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|/O Hardware (Cont.)

m I/O instructions control devices

m Devices usually have registers where device driver places
commands, addresses, and data to write, or read data
from registers after command execution

= Data-in register, data-out register, status register, control register

= Typically 1-4 bytes, or FIFO buffer

m Devices have addresses, used by
= Direct I/O instructions
" Memory-mapped I/O
= Device data and command registers mapped to processor
address space

= Especially for large address spaces (graphics)
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Three Types of 1/0

m Programmed 1/O(Polling): continuous attention of the
processor is required
= kAR T
= AT

m Interrupt driven 1/O: processor launches 1/O and can
continue until interrupted

m Direct memory access(DMA): the dma module governs
the exchange of data between the 1/0 unit and the main
memory
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EFEW (Polling) 3\

° 1I/ORE (BfERFEEHRR) BECHATHENASESFEH
* FTEDERZR, FIEDHNIC. KRIBEFEMEIAE

° OSHERMEMENSEFRPINTERS, URET—FTIE
-Wl: K "R B, W—H “FF"

°Hian: sys_writeitiTFRIRFTENMIZERFERREIIIEA T

copy string to kernel ( strbuf, kernelbuf, n); // IEFFREFIFIRZEHEX

for (i=0;i < n;i++) { /] FBNMTENFFEA AT
while ( printer status != READY); [/ FEFEIFTEVRSA “FhE”
*printer data port=kernelbufli]; // IEEIR O — 1N FT

*printer_control port=START; // &Rix “ISEIFIED" @RS
}
return to user (); // BREIARE

SAIR TR ? U B 2
EIASSHERR, ABMSEM (1-FE; 0-KiE) 2EA1
%F 1*"*'0“ *I."iéﬁ 791 Z:zE: *U%é—ibﬁ%lu\s #Ul’fﬁs -------
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FTENS L ir A FIEFF

INgE: FIENALESEFRRRRIFR.
PRINT PROC NEAR

PUSH AX  REBRINSTERS
PUSH DX ; RERAINSES

MOV DX, 378H ; #iEHifFssOitihEDX

OUT DX AL ; I EF TN F R SR =R

MOV DX, 379H ; IKSSHEEOUEHXDX
WAIT: EIN AL, DX ; EEFTENHARTSAL

TEST AL 80H ;18&i(i

JE WAIT ; FEFEZFTEMINAT

MOV DX, 37AH ; ap S (1EH) FFssAibiiiEDX
MOV AL ODH ; BE@&lEfi=1 (FREBNFIED)
OUT DX AL AEn SSFEsEE(UE1

POP DX
POP AX ; ESTFEE
RET
PRINT ENDP [BlpE: Ii2/EE/ FIEFPRIAREE

Min, EREEERSNS!
o
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° HAEBHE:
HIMZESEY (ready) Y, {ERCPULHERNE, CPUINRG

FRIFITIEFRIAIT, 3N "HhERBRSSTER" HATRA/LIEE, L
EIMENFINIEOZ AIEREE, HRIIMIIIE. bk
SR MTRE, BREEHEPIEFE L HERTT. LR,
JMEFICPUFITIIE,

sys_ write REFBRSS IS ch B B 55 F2 P

5T T 5T \ T
g | < 1E % /J’E b . T1E
i | P

Pli Q | i Biqlili Biag

CPU = =T ] ; = T ]

P {fHEE, =] XA =K N

A E it P

EQT RBBEREEICPURISME AT TIE?

EFYIH (WNPE) BEHSE, BT “PEfsES”
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/05

| - 4 i Bt 3 ]
BIF: RATEBRETERRTN o it 2R TnRES:

copy string to kernel ( strbuf, kernelbuf, n);// 8BS HEIPZERX
enable_interrupts (); // TR, FiFIMSALRENER
while ( printer status != READY); // Z&SEIFTEMIKESH "R
*printer data_port=kernbuf[i]; // B#iEiROREHE—IFHF
*printer control port=START;  // ki¥ "Bii¥IEN” &S

scheduler (); // BHEZERFPHEEP, AERMEERT
"FRIFTEN” rhiRiRSER: :
sys write
if (n==0) { /] EFFHRITENE, W =110} Bk
unlblock_user (); // BP#IEPHEEREEZE, PHFREPATY RAY?
} else {

*printer data_port=kernelbuf[i]; // HEIRHOME— FE TR
*printer_control port=START; // %&£ "BiifIEN” &< | hifiEsEiE

n=n-1; /] RETEDFRFELR FR2 40 (i
i=i+1; /] F—MTENZFFEE NN HHRRY?
} s
acknowledge interrupt(); // FEAEIE (iSBRrhERTER) ﬁ‘:ﬁv—uﬁﬁﬁ

return_from interrupt();
and-O“‘Hattaron, €Computer-Syst A g er'sPers
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° FRHRNR R
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17, EELRERRSTERX—TIE.

FREEIR RIS

® CPURFFHIRIATS

@ FE—FESNIT=

® EVLEF—I1KREE

AR

[B:&: RERNMNENSRSRELCENINSESHER? AMTA?
BEEESHITERNEABSEPENER, BUZENRA;
MRERKEERSHITIER, —BRIENS ELE,

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 81




Carnegie Mellon

. = LR B>
11 I e dL ;o
E, A= N
R TR LIS
l l {: T - W A.la
7T p— T e AL
iN B Ak

rPI

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 82



Bryant an

DMAJS T

£V

DMAE

Data Bus

DO-D7

CPU
INTR

A0-A9
IO0R
oW

— 1 T

Carnegie Mellon

—

174k DMA¥E
=) i il &%

N>

d O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition

83



Bryant an

DMABLAHNERE S

DMABG R IEARRLE
- ESIEIMZIIEFREIREEE
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DMAJSR FCPURYT{E

BlF: EKAEDMABL#1TFFHhkEE . ~
sys_writeit {7 F L RITERFER:

copy string to kernel(strbuf, kernelbuf, n); // IEFFEEHZIAZEHX
initialize_DMA (); // MBIEDMAETIEE (EREIXSE)
*DMA control port=START; // &i¥ “"[EEIDMAEE" &<

scheduler (); // FBZERR#HEP, RAEHWHERT

DMAEFIZRIERE “BEl” ek, Efl2&iHTDMALEE, @FER" B
HRBRRGE “: RS HESW—1 R, R—X" FERE , EA—RE
FESHITERIEE, 1TEREIR1. 1TERIA0N, REDMALRPENSR

" DMAZR “HifiRSSIERF:

acknowledge interrupt(); // FEROIE (GBFRARERSE)
unblock_user (); // APHIZEPREERPEZEE, HANFREEEATY
return_from interrupt(); // HREmR(E]

CPUTEDMAEHIZS ¥ A2 “DMALRAPRER “"BINTA, £
DMAEEISIERASS, EMmCPURFI/ORIFHEIESE .
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Extra Slides
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Fun with File Descriptors (1)

#include "csapp.h"
int main(int argc, char *argv|[])
{
int £d1, £d4d2, £d3;
char cl, c2, c3;
char *fname = argv[l];
fdl = Open(fname, O RDONLY, O0);
fd2 = Open(fname, O RDONLY, O0);
fd3 = Open(fname, O RDONLY, O0);
Dup2 (fd2, £d3);
Read (fdl, &cl, 1);
Read (£fd2, &c2, 1);
Read (£d3, &c3, 1);
printf("cl = %c, c2 = %c, c¢3 = %c\n", cl, c2, c3);
return O;
} ffilesl.c

m What would this program print for file containing “abcde”?

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 90



Carnegie Mellon

Fun with File Descriptors (2)

#include "csapp.h"
int main(int argc, char *argv|[])
{
int £di;
int s = getpid() & Ox1;
char cl, c2;
char *fname = argv[l];
fdl = Open(fname, O RDONLY, O0);
Read (fdl, &cl, 1);
if (fork()) { /* Parent */
sleep(s) ;
Read (fdl, &c2, 1);
printf ("Parent: cl = %c, c2 = %c\n", cl, c2);
} else { /* Child */
sleep(1l-s);
Read (fdl, &c2, 1);
printf ("Child: cl = %c, c2 = %c\n", cl, c2);
}
return 0O;
} ffiles2.c

m What would this program print for file containing “abcde”?
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Fun with File Descriptors (3)

#include '"csapp.h"
int main(int argc, char *argv[])

{

int £d1, f£d2, £d3;

char *fname = argv[l];

fdl = Open(fname, O CREAT|O _TRUNC|O RDWR, S IRUSR|S IWUSR) ;
Write (£d1l, "pqrs", 4);

fd3 = Open (fname, O APPEND|O WRONLY, O0);

Write (£4d3, "jklmn", 5);

fd2 = dup(fdl); /* Allocates descriptor */

Write (£d2, "wxyz", 4);

Write (£d4d3, "ef", 2);

return O;
} ffiles3.c

m What would be the contents of the resulting file?
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Accessing Directories

m Only recommended operation on a directory: read its entries
" dirent structure contains information about a directory entry

= DIR structure contains information about directory while stepping
through its entries

#include <sys/types.h>
#include <dirent.h>

{
DIR *directory;

struct dirent *de;

if (! (directory = opendir (dir name)))
error ("Failed to open directory") ;

while (0 !'= (de = readdir (directory))) {
printf ("Found file: %s\n", de->d name) ;

}

closedir (directory) ;

}
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Example of Accessing File Metadata

linux> ./statcheck statcheck.c

int main (int argc, char **argv) type: regular, read: yes
{ linux> chmod 000 statcheck.c
struct stat stat; linux> ./statcheck statcheck.c
char *type, *readok; type: regular, read: no
linux> ./statcheck
Stat(argv[l], &stat); type: directory, read: yes
if (S_ISREG(stat.st mode)) /* Determine rile type */
type = '"regular";
else if (S_ISDIR(stat.st mode))
type = '"directory";
else

type = "other";

if ((stat.st mode & S IRUSR)) /* Check read access */
readok = '"yes";

else
readok = "no";

printf ("type: %s, read: %s\n", type, readok);
exit (0) ;
} statcheck.c
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For Further Information

m The Unix bible:

= W. Richard Stevens & Stephen A. Rago, Advanced Programming in the
Unix Environment, 29 Edition, Addison Wesley, 2005

= Updated from Stevens’s 1993 classic text

m The Linux bible:

= Michael Kerrisk, The Linux Programming Interface, No Starch Press, 2010
= Encyclopedic and authoritative

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 95



1/O software in user space

m 1/0O software is not only in the OS, libraries are
routinely linked with user programs, helper

programs run outside the kernel.
= count = write(fd, buffer, nbytes)

m Library routines typically transfer their

parameters to the system calls, or do more work:
= printf(“%d : %s, %ld\n”, count, person, yearly_income);
= cout << count<<“:“<<person<<” “<<y i<<endl
= cin>>vy i;
m Spooling systems: a daemon reads jobs from a
spooling-directory and sends it to the printer
(protected device, only spooler has access)
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1/0O software in user space (cont)

m Spooling may be used in networks, mailing systems,...,
spoolers run outside the O.S.

m Overview:

user processes + | Produce 1/O call, format, spool

‘Device independentl Naming, protection, blocking,
software buffering, allocating

bev1ce drivers Control device registers, status
Wake up driver after I/0 task

¢hardware Perform I/0O

f
I
; T
Interrupt handlers :
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25>

= 10.1. 10.2. 10.3
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