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Today

m Linking
= Motivation
= What it does
= How it works

= Dynamic linking
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| #include <stdio.h> 21 int main (void)

2 22 ¢

3 wvoid fn(void) 23 fn();

4 A e printf("------—-————m - \n"):

A . o5 .

D int n = 10; e fn_static();

6 ‘f printf ("-----------—-—---——- ") ;

/ printf ("n=%d\n", n); j“'r nil):

. o8 |

9 n++; T PREE e menneeass \n);

9 printf("n++=%d\n", n); gk fn_static();
N 3 30

1 jj 1 o

l_. L return 0; | -> % ./a.out
2 void fn_static(void) 25 3 24 n=10

15 ¢ 2 =11

14 static int n = 10; o
IE 5> static n=10

9 printf("static n=%d\n", n); 6 n++=11

1 n++: :’ ____________________
10 3 0

10 printf("n++=%d\n", n); S n=10

l:'l } 9 p+a=11
U 10

11 static n=11
12 n+s=12
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Example C Program

int sum(int *a, int n); int sum(int *a, int n)
{
int array[2] = {1, 2}; int i, s = 0;
int main (int argc, char** argv) for (i = 0; i < n; i++) {
{ s += a[i];
int val = sum(array, 2); }
return val; return s;
} }
main.c sum.cC
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Linking
m Programs are translated and linked using a compiler driver: | -02: 2ZR{filt

" linux> gcc -Og -o prog main.c swap.cC -g: ERRAIER
" linux> ./prog —
-o: RS

main.c swap.c Source files
Translators Translators
(cpp, ccl, as) (cpp, ccl, as)
maLn o suln. o Separately compiled
l l relocatable object files
Linker (Id)

1 Fully linked executable object file
prog (contains code and data for all functions
defined in main.c and sum. c)
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Why Linkers?

m Reason 1: Modularity

" Program can be written as a collection of smaller source files,
rather than one monolithic mass.

= Can build libraries of common functions (more on this later)
= e.g., Math library, standard C library
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Why Linkers? (cont)

m Reason 2: Efficiency

= Time: Separate compilation
= Change one source file, compile, and then relink.
= No need to recompile other source files.
= Can compile multiple files concurrently.

= Space: Libraries
= Common functions can be aggregated into a single file...
= Option 1: Static Linking

— Executable files and running memory images contain only
the library code they actually use

= Option 2: Dynamic linking
— Executable files contain no library code

— During execution, single copy of library code can be
shared across all executing processes

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 1
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| text — | MU
FoiE | data maind - text

swap()

main.o
main() .text BZRFEAD

int buf[2]={1,2} |.data RIGEIE

swap.o int buf[2]={1,2} .data
int *bufp0=&buf[0]

swap() ‘text int *bufp  .bss

int *bufp0=_&buf[0] .data%' .symtab

static int *bufp1 [ peg .debug
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What Do Linkers Do?

m Step 1: Symbol resolution

= Programs define and reference symbols (global variables and functions):
= void swap() {..} /* define symbol swap */

= swap () ; /* reference symbol swap */
= int *xp = &x; /* define symbol xp, reference x */

= Symbol definitions are stored in object file (by assembler) in symbol table.
= Symbol table is an array of entries

= Each entry includes name, size, and location of symbol.

= During symbol resolution step, the linker associates each symbol reference
with exactly one symbol definition.
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T2t (Symbol Resolution)
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Symbols in Example C Program

Definitions

//\
in&iEEEZ)nt *a, int n)

{

int i, s = 0;

for (1 = 0; i < n; i++) {
s += a[i];

return wval;

}

return s;

Ln.cC sum.cC

Reference

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 15



What Do Linkers Do? (cont)
m Step 2: Relocation
= Merges separate code and data sections into single sections

= Relocates symbols from their relative locations in the . o files to
their final absolute memory locations in the executable.

= Updates all references to these symbols to reflect their new
positions.

Let’s look at these two steps in more detail....
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Step 1: Symbol Resolution

Referencing

a global...
...that’s defined here
int sum{(Ant *a, int n); int sum(int *a, int n)
{
int array[2] = {1, 2}; nt i, s = 0;
int main (int argc,char **argv) for (1 = i< n; i++) {
{ s += 1] ;
t val = sum(array, 2); }
eturnl val; return s;
main.c } sum.c
Deflnlng \
a global Referencmg Linker knows
Linker knows a global... nothingof i or s

nothing of val ...that’s defined here

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 18



Linker Symbols
m Global symbols(H E /)

= Symbols defined by module m that can be referenced by other modules.
= E.g.:non-static Cfunctions and non-static global variables.

m External symbols(ff5€ 5 H)

= Global symbols that are referenced by module m but defined by some
other module.

m Local symbols(H € B )

= Symbols that are defined and referenced exclusively by module m.

= E.g.: Cfunctions and global variables defined with the static
attribute.

" Local linker symbols are not local program variables

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 19
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Symbol Identification

Which of the following names will be in the symbol
table of symbols.o?

Names:
symbols.c: * time
int time; * foo
* a
int foo(int a) { .
int b =a + 1; argc
return b; ° argv
} e b
int main (int argc, e main
char* argv([]) { ]
printf ("$d\n", foo(5)); ° printf
return O; o %d\n"
}

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 20



Carnegie Mellon

Local Symbols

m Local non-static C variables vs. local static C variables
= |ocal non-static C variables: stored on the stack
" |ocal static C variables: stored in either .bss, or .data

static int x = 15;
int £() { Compilel: a.ll.ocates spacein .data for
See Am o= 7 each definition of x
return x++;
} Creates local symbols in the symbol
table with unique names, e.g., x,
int g() { x.1721 and x.1724.
static int x = 19;
| Tetumm x A= A4 CIEE, VISR &,
AT A staticB B & /AR B
int h() { B RIERAE R . A A static
return x += 27; E‘l‘iﬁ%‘%mé)ﬁﬁﬁﬁ%&;@m’ EI
Bryant 4 } Static_local'c Third EditicE;J\ﬁﬁf&l*ﬁ:ﬁ%pjl}EH 21




How Linker Resolves Duplicate Symbol

Definitions

m Program symbols are either strong or weak
= Strong: procedures and initialized globals
= Weak: uninitialized globals
= Or ones declared with specifier extern

pl.c p2.c
strong » int foo=5; int foo; |« weak
strong - P1() { pP2() { . strong
} }

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 22
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£ R SHFFSEH

LITRSHtRiEatTsS? HEEEEs?

main.c swap.c / PEETFS
int buf[2] 7{1, 2}; tern int buf(];
void swap();
t *bufp0 = &buf[0];
int main() static int *butp1;
{
swap(); void swap()
return O; {
} int temp;
|
ALy l:: Bigms — | bufpl = &buf[1];
temp = *bufp0;
*bufp0 = *bufp1;
*bufp1 = temp;
}

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 23
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Linker’s Symbol Rules

m Rule 1: Multiple strong symbols are not allowed
= Each item can be defined only once
= Otherwise: Linker error

m Rule 2: Given a strong symbol and multiple weak symbols,
choose the strong symbol
= References to the weak symbol resolve to the strong symbol

m Rule 3: If there are multiple weak symbols, pick an arbitrary
one
= Can override this with gcc —fno-common

m Puzzles on the next slide

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 24



Linker Puzzles

int x;

p1() {} pl() {} Link time error: two strong symbols (p1)
int x; int x; References to x will refer to the same

p1() {} p2() {} uninitialized int. Is this what you really want?
int x; double x; ) . . . |

Sz 5 p2() {} ertes to x in p2 might overwrite y!

pL() {} Evill

int x=7; double x; Writes to x in p2 will overwrite y!

int y=5; p2() {} Nastyl

pl() {}

int x=7; int x; References to x will refer to the same initialized
pl() {} p2() {} variable.

Important: Linker does not do type checking.

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 25
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Type Mismatch Example

long int x; /* Weak symbol */ /* Global strong symbol */
double = 3.14;
int main(int ,
char * [1) {

printf ( , X);

return O;
}

mismatch-main.c mismatch-variable.c

m Compiles without any errors or warnings
m What gets printed?

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 26
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% EE XTSI Es 4

I TFiEFRS&REiEkLialE?

int x=10; main 3F—IRIEE X
int p1(void); e
int main() int x=20; P1ﬁ—;7'\§§iEx. —IR5g
{ int p1() =i

x=p1(); { =X

return Xx; return Xx; XBEREN, EFLA, &&
} } | 4

RS —RiaER

main.c pl.c
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% EE X TSR s

PATFiEERS gL iEn? y—IREEEN, —IREFENX
# include <stdio.h> ZPRIREETE X
!n: y=100; P1—iKMEEX, —IREEEX
int z HONRY - FT-TX\
void p1(void); main—iXsREX
iInt main() Int y;
{ int z;

z=1000; void p1()

p1(); {

printf( "y=%d, z=%d\n" , vy, z); y=200;

return O; z=2000;
} }

main.c pl.c

BER: FTENEREMFA?
el S UES ZBINEE: EEARRERE RS
y=200, z=2000 B2, BagEESaRTIMEE |
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% EE NS BATEEH

AT iEERFRascEkEdiain? p1l.c
1 #include <stdio.h> 1 double d;
2 int d=100; 2
3 int x=200; ; }’O'd P10
4 void p1(void); 5 d=10 FLD1
5 int main() 6} h FSTPI &d
6 {
7 p10; p1HITRIICABTEMTA?
8 printf( "d=%d,x=%d\n" ,dx);
9 return O;
10 }
main.c

R FIENGEREMA?
d=0,x=1 072 693 248

iZBliee: BIPEEEXHNEZEERERTAE
KBRS, EESHIELIRENSER !
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% EE XS HIATEE

main.c p1i.c
....... 1 double d;
1 intd=100; 2
2 int X=200;\ 3 void p1()
3 int main() 4 {
4 { \"Pd=1.0;
g IM();f d=%d d d o
° t 7] =% , =% ” , , ; -
. e XA X doublemig OFTRIAGHLEEY
8 } ' 0000 0000H
_I%..l_
0 3
IA-32E2/Mix /R dex DU/ FP 3F ‘
- o
= g &d | 007 00 | 00
30.1-(220_-1Y=230_920
=1024*1024*1023 d=0, x=1 072 693 248

=1 072 693 248 Why?
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Global Variables

m Avoid if you can

m Otherwise
= Use static ifyoucan
" |nitialize if you define a global variable
= Use extern if you reference an external global variable
= Treated as weak symbol
= But also causes linker error if not defined in some file
ZSEEN2Z2FETEREN—LEEEAIINER, MEERHRRE
B, MERRAASES, HAEEFMMTERAGZERINLE,
HizFigixs | 2%, SREE—1"BANaMIRAAEER(EHR,
XX IRME(ZIE.
KR IEFRAA THEESUNETTIE, BmFEmRFEES
IREIFEEERY,
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Use of extern in .h Files (#1)

cl.c
global.h
#include "global.h" .
extern int g;
int £() { int £0);
return g+l;
}
c2.cC

#include <stdio.h>
#include '"global.h”

int g = 0;

int main(int argc, char argv[]) {
int t = £();
printf ("Calling £ yields %d\n", t);
return O;

}

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 32



Use of .h Files (#2)

global.h
cl.c
#imelude—globalhl extern int g;

static int init = 0;
int £() { #else

return g+l; extern int g;

} static int init = 0;

#endif
c2.cC
#define INITIALIZE
#include <stdio.h> _

int g = 23;

#include global h!'

static int init = 1;

int main(int argc, char** argv) {
if (init)
// do something, e.g., g=31;
int t = £();
printf ("Calling £ yields %d\n", t);
return O;

}

Bryant and O’ Framaror, CoMmpuUter SysternTs: A PTOETATITTET S PETSPECUVE, TTTTO EUTUOT 33
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Step 2: Relocation

Relocatable Object Files Executable Object File(a.out)
System code . text 0
dat Headers
System data -data System code )
main ()
.text
main.o >—
sum ()
main () .text

More system code

int array[2]={1,2}| -data

System data
int array[2]={1,2}

sum.o .data

\ |/

sum () .text

.symtab
.debug

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 34
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FSHhxE, THITEEMTE, =¥

SHERHD
» SESERNFTE BiFERPIERN T S F AT
Flan, FRB.textpESFHEATMITIUEARY. text
s WENGSHITEENM (fREL)
* IBEPHPIEE XSG SEER =S aAagiteit

Blan, ARLREEL, HiEESFESAHbLE, HESH
e =hitils

» BEX—E R, SRIESHE/2RE=EniRE bt
s YS|HTSHT EzELL (ffaEBLIL)
" (EpX.textBFl.dataTHRBIBNMMISHISIA (Hbil)
E=EHTIE. rel datafll.rel textBHRENEECER
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Executable and Linkable Format (ELF)

(x86-64Linux/Unix system)

m Standard binary format for object files

m One unified format for
= Relocatable object files (. o),
= Executable object files (a.out)
= Shared object files (. so)

m Generic name: ELF binaries

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 36



Three Kinds of Object Files (Modules)

m Relocatable object file (. o file)

® Contains code and data in a form that can be combined with other
relocatable object files to form executable object file.

= Each .o fileis produced from exactly one source (. c) file

m Executable object file (a . out file)

= Contains code and data in a form that can be copied directly into
memory and then executed.

m Shared object file (. so file)

= Special type of relocatable object file that can be loaded into
memory and linked dynamically, at either load time or run-time.

= Called Dynamic Link Libraries (DLLs) by Windows

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 37
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=P <\ [700000000]<add>: ©objdump -d test.o
_'*'ch#l:(:;z{l) 0: |55 push %ebp
1. 189e5 mov %esp, %ebp
3: |83ec10 sub $0x10, %esp
/* main.c */ 6: |8b450c mov Oxc(%ebp), %eax
int add(int, int); 9: |8b5508 mov 0x8(%ebp), %edx
. . c: (8d0402 lea (%edx,%eax,1), %eax
Int main() f: 18945fc mov %eax, -0x4(%ebp)
{ 12: |8b45fc mov -0x4(%ebp), %eax
return add(20, 13); 150 1¢9 leave
) 16: |c3 ret
080483d4|<add>:  ©bjdump -d test
80483d4:| 55 push %ebp
. . 80483d5:| 89 e5 mov %esp, %ebp
/* test.c */ 80483d7:| 83ec10 sub $0x10, %esp
int add(int i, int j) 80483da:| 8b 45 0c mov Oxc(%ebp), %eax
{ 80483dd:| 8b 5508 mov 0x8(%ebp), %edx
. L. 80483e0:| 8d 04 02 lea (%edx,%eax,1), %eax
ntx=1+j; 80483e3:| 8945fc mov %eax, -0x4(%ebp)
return x; 80483e6:| 8b 45 fc mov -0x4(%ebp), %eax
} 80483e9:| c9 leave
Bryant and O’Hallaron, Computer Systems: A Programmer’ nc8p94c8ﬂ3deg:u C3 ret 38




ELF Object File Format

m EIf header

= Word size, byte ordering, file type (.0, exec, .so),

machine type, etc. 0
ELF header

m Segment header table

® Page size, virtual addresses memory segments
(sections), segment sizes.

Segment header table
(required for executables)

. . text section
m .text section

" Code

.rodata section

. .data section
m .rodata section

: . .bss section
= Read only data: jump tables, string constants, ...

. .symtab section
m .data section

= |nitialized global variables

.rel.txt section

B .bss section .rel.data section

= Uninitialized global variables .debug section
= “Block Started by Symbol”
= “Better Save Space”

Section header table

" Has section header but occupies no space

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 39



ELF Object File Format (cont.)

m .symtab section
" Symbol table ELF header
" Procedure and static variable names
= Section names and locations

Segment header table
(required for executables)

m .rel.text section
= Relocation info for . text section

" Addresses of instructions that will need to be
modified in the executable R

® Instructions for modifying.

. text section

.rodata section

.bss section

m .rel.data section
" Relocation info for .data section

= Addresses of pointer data that will need to be .rel.txt section
modified in the merged executable

.symtab section

.rel.data section

m .debug section

= Info for symbolic debugging (gcc -g) -debug section

m Section header table Section header table
®m  Offsets and sizes of each section

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 40
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ELFX 415 B 4541

$ readelf -h main.o S BT EAYELFSL
ELF Header:

Magic: 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00
Class: ELF32

Data: 2's complement, little endian

Version: 1 (current)

OS/ABI: UNIX - System V
ABI Version: 0

Type: REL (Relocatable file)
Machine: Intel 80386
Version: 0x1 B IEFELE
Entry point address: 0x0

Start of program headers: 0 (bytes into file)
Start of section headers: 516 (bytes into file)
Flags: 0x0

Size of this header: 52 (bytes)

Size of program headers: 0 (bytes)
Number of program headers: 0
Size of section headers: 40 (bytes)
Number of section headers: 15
Section header string table index: 12
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ELF

text P

.rodata

data ©

.bss T

.symtab 15

rel.txt ©5

rel.data 5

.debug 1

.strtab &

dine

Section header

GBS

L.y



EESS—S——————————a
AT B R E

o 5 oXHHEARR: ELF 3k )

— ELFkrh=2EZe entryi5iiih I
TS —RIE St init % > U
, TEREEX AR
FER30

- Z—Ninit1, AFEY — = Y
_initilEy, ZREFRH : -
BT EIFSC I FH TR B J GERR
EIWIBAL T IE symtab [ )

- DFrels (TEEEL) debug TR

- B—MEFELER, BIRERL line > A RIS A
& (segment header - HiAEE
table) , B—1EI9%04AHE . )

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition 42



ELF X 52554051

AT EIRSHRIELFL
Magic: 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 O

$ readelf -h main
ELF Header:

Class: ELF32
Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABIl Version: 0

Type: EXEC (Executable file)
Machine: Intel 80386
Version: 0x1

Start of program headers: 52°(bytes into file)
Start of section headers: 3232 (bytes into file)
Flags: 0x0

Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Number of program headers: 8

Size of section headers: 40 (bytes)
 Number of section headers: 29 |

Section header string table index: 26

Bryant and O’Hallaron, Computer Systems: A Progfdmmer’s Perspective, Third Edition
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ELF =k

FEF 3%

2 . b s
mit T

i
text 7

e o
rodata T

data P

bss

_symtab

debug

line

strtab "—|'-'.'.T

TkE®




AT RO fE R BRR (3 2 4iL)

=7 (BR) SRR o pR Gy

ELF sk

=F (R k3R

init &

text T

rodata T

data 75

bss T

.symtab T

.debug 75

line T

strtab o

0xC00000000

0

0x08048000

erspective, Third Edition o

R F X

%% (User stack)

v
I

HE X,

T

¥ (heap)
(EEmallocshZSEERK)

IESHIEE
(.data, .bss)

HEE{UREER

(.init, .text, .rodata)

RfER

T

+—%esp

(tTR)

+— brk

B ;ﬁm

13
e
ZN
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Relocation Entries

int array[2] = {1, 2};

int main(int argc, char*¥*

argv)
{
int val = sum(array, 2);
return val; HELr

} main.c / ’

0000000000000000 <main>:

0: 48 83 ec 08 sub $0x8,$rsp
4: be 02 00 00 00 mov $0x2,%esi
9: bf 00 00 00 00 mov $0x0, %edi # %edi = &array
a: R X86 64 32 array l' # Relocation entry
e: e8 00 00 00 0O callg 13 <main+0x13> # sum()
f: R X86 64 PC32 sum-0x4 # Relocation entry
13: 48 83 c4 08 add $0x8,$rsp
17: c3 retqg

main.o
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Relocated .text section

00000000004004d0 <main>:

4004d0: 48 83 ec 08 sub $0x8,%rsp

4004d4: be 02 00 00 00 mov $S0x2, %$esi

4004d9: bf 18 10 60 00 mov $0x601018,%edi # %edi = &array
4004de: e8]05 00 00 0O callg 4004e8 <sum> # sum()

4004e3: 48 83 c4 08 add $0x8,%rsp

4004e7: c3 retqg

00000000004004e8 <sum>:

4004e8: b8 00 00 00 0O mov $0x0, %eax

4004ed: ba 00 00 00 00 mov $0x0, $edx

4004£f2: eb 09 jmp 4004fd <sum+0x15>
4004f4: 48 63 ca movslqg %edx, %rcx

4004f£f7: 03 04 8f add (%rdi, %rcx,4) ,%eax
4004fa: 83 c2 01 add $0x1, $edx

4004f£d: 39 f2 cmp %esi, %edx

4004ff: 7c £3 jl 4004f4 <sum+0xc>
400501: £3 3 repz retq

callgqginstruction uses PC-relative addressing for sum():
0x4004e8 =0x4004e3 + 0x5

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition
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EENMER

. CESERE I EN, ER—/ EENSE add B
. BiES|BMERGSEE.rel datafh "Tff,,m
- IBESHS|BANEE(FRBME.rel textiH LO: sub 23

. ELFREE{UKERIT: \ ......
typedef struct { B: ...
int offset; /*BRIREE/

int symbol:24, /*FRHIERFS*/ g 00000000
type: 8;  /*ETE(IHES/ 02 [FCFFFFFF

} EIf32 Rel; f(; .
. IA-RERHEESNE -
— R 386 32: ittt B: ...

— R 386 PC32: PCiEdit:

R : EEMFEMCRER

1§Utl|]o,f fZ:E :fe%;ﬁxt*ﬁqﬂﬁ%f?sﬁﬁeﬁ = CHIEMFh BR3(Hh?
symbol: B symbol: LO EE{E{E{S‘ZET’]—‘
ype: R 386 32 type: R 386 PC32 (o) Xt
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main.c Swap.c
int buf[2] = {1, 2}; extern int buf[];
void swap(); int *bufp0 = &buf[0];
) i static int *bufp1;
Int main() .
{ void swap()
swap(); { int temp;
} s L bufp1 = '&buf[1];
— _ temp = *bufpO;
E S aHLUARATRITIHHIIFMB BIRXIHSRS *bufp0 = *bufp1;
U SHaiFraRERRIS I BESHNES *bufp1 = temp;
D HAiffEEXFSHES }

ASRITENERETA?
EFRBmain.offlswap.ofiMEIR! DARBEFRFIBEXHGS!

{Emain.offlswap.oIEEMFEPREEMERE, RIMTSSIBIINE. 90
EHEXTFSE. EEu=RE

HisSreadelf -r main.onExmain.oAPEENSER (FRIR)
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main.c main.o
int buf[2]={1,2}; Disassembly of section .text:
. . 00000000 <main>:
Int main() 0: 55 push %ebp
{ ) 1: 89e5 mov %esp,%ebp
?th?.':r(\)b- 3: 83e4f0 and  $OXFFFFFFFO, %esp
) ' 6: e8fcffffff| «call 7 <main+0x7>
7: R 386 PC32 swap
mainfgE M 7E. text b: b800000000 mov $0x0,%eax
whRismonFs 1Y 9 eave
, fa0x12B, |

Disassembly of section .data:

00000000 <buf>:
0: 01 00000002000000

buffiyEXTE.dataPB RIS
0L FIR, 8B,
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main.o PRIFFESR

s main.oANFSEPRE=15H

Num: value Size Type Bind Ot Ndx Name
8: 0 8 Data Global 0 3 buf
9: 0 18 Func Global 0 1 main
10: 0 0 Notype Global 0 UND swap

swapEmain.ofIfFSERPE 101, BERENTFS, REFHIK)
*xH, ARZRES, SUETHEHMRRABEN.

fErel_textoRREEMFBA:

r offset=0x7, r sym=10, r sym=10i588
r type=R 386 PC32, dumpi S|y Eswap!
K57/ “7: R 386 PC32 swap”
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R_386_PC32ByEEM A

e BRRE: Disassembly of section .text:

_ .1 00000000 <main>:
— AT mail

— swapZiRmainfg 61 e8fcffffff call 7 <main+0x7>
7: R 386 PC32 swa
- Miswapi2tatitss; o ’

— 0x8048380+0x12=0x8048392

- EATERRFMERT, B0G048394 N 3.4

NEEACFcaligS EI?IMEE&EW (SilE
~ ez Binitthl=PC+ (RSt PC=0x8048380+0x07-init

— PC=0x8048380+0x07-(-4)=0x804838b
— BEEMEB=EZBtriti-PC=0048394-0x804838b=0x9
- calig SN z=E8A “e8 09 00 00 00"

PCHEXIHIL AT, EEMEITELAIA:
ADDR(r sym) - ( (ADDR(.text) + r offset) —init)

5| Bird caliESTRIESHINE BILFEIPCAY(E
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Headers

R

main()

swap()

>‘.tex

ESRRENH

REGEE

int buf[2]={1,2}

dat

int *bufp0=&buf[0]

int *bufp1

.symtab
.debug

- bss

Bryant and O’Hallaro

BACK

0xC00000000

0x08048000
0

n, Computer Systems: A Programmer’s Perspective, Third Edition
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Carnegie Mellon

RZEFX T1GB
_Fﬁf*ﬁ
ﬂ]“l'&"ﬁz “~—%esp
t
HEFEX
# (heap) «— brk
tiSHERk)
ESEEER |
(.data, .bssz) ;ﬁj
CiEfEER [
(.text, .rodataZ) ) F=A
*EH
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R_386_32MEENFIN

main.ofi.datafll.rel.datapBAS e main.c
bufig X {£.data T AT
Disassembly of section .data: | Hoh{RigH04k, Int but[2]={1,2};
N == . .
00000000 <buf>: =8B, RHFE  |int main()
0: 0100000002 000000 | ELHHS. [
\Na'&c
swap.off.datafll.rel.datamm S bufpOREY7E ST inTbuf[];
Disassembly of section .data: data®SlE | int *bufp0 = &buf[0];
00000000 <bufp0>: BH04k, & | static int *bufp1;
0: L00 00 00 00 4B, ¥{ESS

void swap()

0: R 386 32 buf 0x0
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Carnegie Mellon

swap.o PFRIFF SR

« swap.oFFSRIRE4TFE
Num: value Size Type Bind Ot Ndx Name

8: 0 4 Data Global 0 3 bufpO0
9: 0 0 Notype Global 0 UND buf
10: 0 36 Func Global 0 1 swap
11: 4 4 Data Local O COM bufp1

buf@swap.ofIfFSEABIM, BREXFS, REHIKINER
H, AR2RMAS, SERMERRPEN.

BEMT.rel.datadRE—PEEAFRIR: r offset=0x0,
r sym=9, r type=R 386 32, OBJDUMPIEfFFEREETN
“0: R 386 32 buf”

r sym=9i% 85| FHAYEbuf!
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Loading Executable Object Files

Executable Object File

ELF header

Program header table
(required for executables)

.init section

.text section

.rodata section

.data section

.bss section

.symtab

.debug

Jine

.strtab

Section header table
(required for relocatables)

0x400000

Kernel virtual memory

User stack
(created at runtime)

!

Memory-mapped region for
shared libraries

T

Memory
invisible to
user code

+«—3rsp
(stack
pointer)

<«— brk

Run-time heap
(created by malloc)

Read/write data segment
(.data, .bss)

Loaded
from

Read-only code segment
(.init, .text, .rodata)

+ the
executable
file
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Packaging Commonly Used Functions

m How to package functions commonly used by programmers?

= Math, I/O, memory management, string manipulation, etc.

m Awkward, given the linker framework so far(5 ¥ {#7%):

= Option 1: Put all functions into a single source file
= Programmers link big object file into their programs
= Space and time inefficient

= Option 2: Put each function in a separate source file

= Programmers explicitly link appropriate binaries into their
programs

= More efficient, but burdensome on the programmer
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Old-fashioned Solution: Static Libraries

m Static libraries (.a archive files)

= Concatenate related relocatable object files into a single file with an
index (called an archive).

" Enhance linker so that it tries to resolve unresolved external references
by looking for the symbols in one or more archives.

= |f an archive member file resolves reference, link it into the executable.
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Creating Static Libraries

atoi.c printf.c random.c
Translator Translator Translator
atoi.o printf.o random.o

unix> ar rs libc.a \
atoi.o printf.o .. random.o

Archiver (ar)

l

libc.a C standard library

m Archiver allows incremental updates
m Recompile function that changes and replace .o file in archive.
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Commonly Used Libraries

libc. a (the C standard library)

= 4.6 MB archive of 1496 object files.
= |/O, memory allocation, signal handling, string handling, data and time, random

numbers, integer math

libm. a (the C math library)
= 2 MB archive of 444 obiject files.

= floating point math (sin, cos, tan, log, exp, sqrt, ...)

% ar -t /usr/lib/libc.a | sort
fork.o

fprintf.o

fpu control.o
fputc.o
freopen.o
fscanf.o
fseek.o
fstab.o

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition

% ar -t /usr/lib/libm.a | sort

e _acos.o

e acosf.o
e acosh.o
e acoshf.o
e acoshl.o
e acosl.o
e asin.o

e asinf.o
e asinl.o

Carnegie Mellon
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Linking with

. . . libvector.a
Static Libraries
void addvec (int *x, int *y,
#include <stdio.h> int *z, int n) {
#include "vector.h" int i;
int x[2] = {1, 2}; for (i = 0; 1 < n; i++)
int y[2] = {3, 4}; z[i] = x[i] + yI[i]:;
int z[2]; } addvec. c
int main(int argc, char** void multvec(int *x, int *y,
argv) int *z, int n)
{ {
addvec(x, y, z, 2); int i;
printf("z = [%d %d]\n”,
z[0], z[1]); for (i = 0; i < n; i++)
return 0; main2.c z[i] = x[i] * y[i];
} } multvec.c
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Linking with Static Libraries

addvec.o multwvec.o

||

main2.c vector.h Archiver

| o

Translators

(cpp, ccl, as) libvector.a libc.a Static libraries
Rzloca;c;bhl‘ainz o addvec .o pr.:';,nltf . o” a;g any othe;
object files \ modules called by printf.o
Linker (1d) unix> gcc -static -o prog2r \

main2.o0 -L. -lwvector

Fully linked
executable object file
(892,607 bytes)

prog2c

“c” for “compile-time”
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B E X — 1 RSB

255 . }Emyprocl.ofimyproc2.o¥T&ZEpREmylib.a

myprocl.c myproc2.c
# include <stdio.h> # include <stdio.h>
void myfunc1() { void myfunc2() {
printf("This is myfunc1\n"); printf("This is myfunc2\n");
} }

$ gcc —c myproc1.c myproc2.c
$ ar rcs mylib.a myproc1.0 myproc2.o

main.c
d rovfanc (viod) $ gcc —c main.c libc.aXmRoiah!
void myfunc1(viod); Cctatie _ :
int main() $ gcc —static —o myproc main.o ./mylib.a
{ myfunc1(; iFAXE: main—2myfuncl—printf
return 0;

= : AT SHET?
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B SHiTR =

$ gcc —¢ main.c libc.aZEFZ EBxigth! . main.c |

$ gcc —static —o myproc main.o ./mylib.a void myfunci(viod);
@AE%%: main—myfuncl—printf '{"t main()
E IS A IUER AT T EIR X myfuncl();
U HEIFFERFITEIS I SRS } '

D SHIFMBEXTSHES

FIRE. U, DAZ, g% iEmain.o, IEBIIAE, i2E, BEEGARE
BEEHEmyfun1iIAU, mainflIAD, E5ES Xitlibc.a, ZIMEB
mylib.a, BURMRBEFS (FHlRAmyfuncl) 5 tRtEIRprintf.ofEX
mylib.arREFEBEIFER (myprocl.oflmyproc2.o0  Fprintf, FEprintf
) {&IRICEL, ZIMEmMyprocl.ofRENX Y myfuncl tBAURBZID, FHis

, #myprocl.ollAE, myfunc1)AU%5#ZZID, 7% printf.ollIAE, B
myprocl.oREINABREHFFFSprintf, JSEINZE IEeEXFRBE/RES
U, AEIfEmMylib.afIFiER_Li#HITERLACEUARAY IAD, mFBXEE
Fs, 53U, DEFABETHh, iEURRE—1kiE RESIMAU,

3 Sprintf, IDABEmMainflmyfuncl, EBER  LESlibc.ald, U—
myproc2.0iZBHEIMAER, EfeHER. EE2HY.
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$ gcc —static —o myproc main.o ./mylib.a

main—myfunc1—printf BEXPRSE REHSE
main.c mylib.a Libc.a

maih.c %if i i
;’rﬁ'?“r;ﬁ‘)md (viod): (cpp.ccl,as) || (cpp.ccl,as) (cpp.ccl,as)
{

2¥flrj:((:)1 0 malin.o mypr£c1 .0 printf.c%tﬁ

u . o s
} \ l /ﬂFH*EJE
Ao %= (1d)
it=: EFRFE l

e L myproc B E st

EffBmain.o, myprocl.o, printf.okHiFHRIEIR
DiRBEmain, myprocl, printfRES|BHNGTS
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main.c $ gcc —static —o myproc main.o ./mylib.a

void myfunc1(viod);
int main() ﬁg*ﬁgﬁif ) .
{ EffBmain.o, myprocl.o, jprintf.ozHiF
myfunci(); FROIRIR
return O; DeiEmain, myprocl, pyintfRES|HGS
}
SRR

main—myfuncl—printf FR|FEISE!

=2 /: $ gcc —static —o myproc ./mylib.a main.o, EREH?

855, Hiamylib, BEZESE, MRREPESFEVURRERTSHM
HYE AT S RIBED.olEMAE. EAFRUASE, SMERRE{ . ofRIREA
BN ERRTETT.

7Afa, HfEimain.o, EmyfunclIAV, BIIRRCEAFEEHERET. Why?

i) B REEAmylib.aFREFSKERT, dumylib
e, SRR A oS R E S
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Using Static Libraries

m Linker’s algorithm for resolving external references:
= Scan .o filesand . afilesin the command line order.

= During the scan, keep a list of the current unresolved references.

= Aseach new .o or .afile, obj, is encountered, try to resolve each
unresolved reference in the list against the symbols defined in obj.

= |f any entries in the unresolved list at end of scan, then error.

m Problem:
®= Command line order matters!
= Moral: put libraries at the end of the command line.

unix> gcc -L. libtest.o -lmine
unix> gcc -L. -lmine libtest.o
libtest.o: In function 'main’':

libtest.o(.text+0x4) : undefined reference to 'libfun'
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. %UE“SCWI‘*BEI@EI%E*E%&EJI]'F
- ERarS1THRLRAYIRAETIfE.o Fl.a X4
- SRS SRR TAYS | HiCRE—4FIRUSR
- SiEF—1\#il9.0 5% .a RRYIEIR, EPiEAERETFUPHFES
- MREAEIRRE, UPEEFREFTIES, WeEs=

o [AEFNRIER
- AEEIERMr S S1THEENIRFEEX
- WA RBESENERSITHEE libmine.a &Sk

BigiARX%: libtest.o—libfun.o(fElibmine.arh)
-Ixxx=libxxx.a (main) —(libfun)

$ gcc -L. libtest.o -Imine «——idlibtest.o, JFlibfunixU, 35EE)
$ gcc -L. -Imine libtest.o libmine.ally, AEZEXRIlibfunZEiFih

libtest.o: In function ‘main':
libtest.o(.text+0x4): undefined reference to ‘libfun'

iBE{Elibtest.oFEmainiF H T libfuniXNMNEElIibmine R[],
FRLA, ST, Miziglibtest.ofi{ERIHE, SE—1ThBMHE !
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» RSEAAXEWT:
func.o — libx.a 1 liby.a RYEREL
libx.a — libz.a FRYEHEL
libx.a # liby.a Z[8]. liby.a # libz.a {85337
MEATF A e S1TERERI1TRY:
— gcc -static —o myfunc func.o libx.a liby.a libz.a
— gcc -static —o myfunc func.o liby.a libx.a libz.a
— gcc -static —o myfunc func.o libx.a libz.a liby.a

- [RISAAXRNT:
func.o — libx.a 1 liby.a RAYEREL
libx.a — liby.a [@HYJ liby.a — libx.a
WA T S1Ta17:
— gcc -static —o myfunc func.o libx.a liby.a libx.a

Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition
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Modern Solution: Shared Libraries

m Static libraries have the following disadvantages:
= Duplication in the stored executables (every function needs libc)
= Duplication in the running executables

= Minor bug fixes of system libraries require each application to explicitly
relink

= Rebuild everything with glibc?

= https://security.googleblog.com/2016/02/cve-2015-7547-glibc-
getaddrinfo-stack.html

m Modern solution: Shared Libraries

" QObject files that contain code and data that are loaded and linked into
an application dynamically, at either load-time or run-time

= Also called: dynamic link libraries, DLLs, . so files
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SHEHEAIILZERE (S

n ASER—ERSA:

hared L|brar|es)

" FERE (Wprintf) BESESMSTHIENNBESR, WFHE

BT LEMHENRSR, ERRAKNEFERRE

" FERE (Wprintf) @ESHETRITEIRR, #EELFNEHTA
AIRAT M, SR E SRR RS

" ERREXIEEFHEYENFIRS LR, AAERTH. Efhis

IFHInEE, SEMEE. ERAE

s fBRAZE: Shared Libraries (XE[)

* BT EREXH, 888 EHE

i3

= NEFRSELR, #BENATERHRIE—1 S0

= AJLARDESHBTE R\ BT ERE TR N Ek Hisi%

* WindowiREB5IS5EERE (Dynamic Link Libraries, .dII3Z{E)

* LinuxfREAEISHEIR ( Dynamic Shared Objects, .so3{%)
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Shared Libraries (cont.)

m Dynamic linking can occur when executable is first loaded
and run (load-time linking).

= Common case for Linux, handled automatically by the dynamic linker
(ld-1linux.so).

= Standard Clibrary (1ibc. so) usually dynamically linked.

m Dynamic linking can also occur after program has begun
(run-time linking).
= |n Linux, this is done by calls to the dlopen () interface.
= Distributing software.
= High-performance web servers.
= Runtime library interpositioning.

m Shared library routines can be shared by multiple processes.
= More on this when we learn about virtual memory
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sSHEEA LAELA TR A IHT

17

n £55
= L

= HEEC

n EEE

* ELinuxdl, @i

— gt

EB=77

= FE (Shared Libraries)

—iXNEFHiz1TH#TT (load-time linking).

inuxi@E 155 E2E (Id-linux.so) BEI IR
E (libc.so) BEIRXFA VSR HER
EFHIRIETTRi#TT(run-time linking).
B dlopen ()R
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What dynamic libraries are required?

m .interp section
= Specifies the dynamic linker to use (i.e., 1d-1inux. so)

m .dynamic section

= Specifies the names, etc of the dynamic libraries to use

= Follow an example of prog

(NEEDED) Shared library: [libm.so.6]
m Where are the libraries found?

= Use “1dd” to find out:

unix> 1ldd prog
linux-vdso.so.l => (0x00007££c£2998000)
libc.so.6 => /1ib/x86 64-linux-gnu/libc.so.6 (0x00007£99ad927000)
/1ib64/1d-1inux-x86-64.s0.2 (0x00007£99adcef000)
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Dynamic Library Example

addvec.c multvec.c

l l unix> gcc -0g —-c addvec.c multvec.c -fpic
Translator Translator
addvec.o multvec.o
unix> gcc -shared -o libvector.so \
| addvec.o multvec.o
Loader (Id)

l

libvector. so Dynamic vector library
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Dynamic Linking at Load-time

main2.c vector.h unix> gcc -shared -o libvector.so \
addvec.c multvec.c -fpic

Translators /
(cpp, ccl, as) libec.so

l libvector.so
Reloc:'atala_le main2.o Relocation and symbol table
object file l info
Linker (1d)
l unix> gcc —-o prog2l \
Partially linked prog2l main2.o ./libvector.so
executable object file
(7426 bytes) l
Loader libe.so
(execve) libvector.so
Code and data
Fully linked v
executable Dynamic linker (ld-1inux. so)

in memory
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myproc1.c
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BEX—1E7SHEREXH

PIC: Position Independent Code

# include <stdio.h> FIEXXIH

void myfunc1() 1) FIEHZERTBAY

- . (M ERJLARATHER

} printf("%s","This is myfunc1!\n"); 2) EpfEHE=REAREL
KELREZEWL, BAE

myproc2.c INERENER

# include <stdio.h>

void myfunc2()

{

printf("%s","This is myfunc2\n");
}

gcc —c myprocl.c mypr

gcc—shared —fPIC -o mylib.So myproc1.0 myproc2.o
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main.c EF2REE{F
Mﬁﬁﬁuﬁﬁ
gcc - main.c 1PC-SOTHEE B
gcc —o myproc main.o ./mylib.so {Cpf a5 '“’I'_:If"
mylib.so
iFARXE: maln—>myfunc1—>prlntf main.o WEE( TS
main.c Bir304 =
void myfunc1(viod); :
int main() e ey (Id)
{ |
myfunc1(); v iagieasail
return 0; / mwiaruc ;fﬁﬁ WE{
} / 7 libcso
mylib.so
Mg myproC IS, MEEEMEE || HE |
FLEFRE .interp 2, HPEET pnnﬂi AR ELLE 2
ENASHEHESRISRE Id-linux.so, E I i

ffﬁ?]l]i\?. SRR ERENEFBohEn
SHHERIZ1T, DSHHEEESR AR
RIEEAMTIER, BICIEHIINES
myproc, BRHIEHF—FIESHIT.
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IRE T RS e

o EERLFARE—MTTARIER: INTERP
- HiNgR 7 iiSuEEz2 B R NEEAld-linux.so

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
PHDR 0x000034 0x06048034 0x08048034 0x00100 0x00100 R E 0x4
INTERP 0x000134 0x08048134 0x08048134 0x00013 0x00013 R  0Oxl
[Requesting program interpreter: /lib/ld-linux.so.2]
LOAD 0x000000 0x08048000 0x08048000 0x004d4 0x004d4 R E 0x1000
LOAD 0x000£0c Ox08049£0c 0x08049£0c 0x00108 0x00110 RW 0x1000
DYNAMIC 0x000£20 0x06049£20 0x08049£20 0x000d0 0x000d0 RW 0Ox4
NOTE 0x000148 0x08048148 0x08048148 0x00044 O0x00044 R 0x4

GNU_STACK 0x000000 0x00000000 0x00000000 0x00000 0x00000 RW 0x4
GNU_RELRO 0x000£0c 0x08049£0c 0x08049f0c 0x000f4 0x000£4 R 0Oxl
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Dynamic Linking at Run-time

#include <stdio.h>
#include <stdlib.h>
#include <dlfcn.h>

int x[2] = {1, 2};
int y[2] {3, 4};
int z[2];

int main(int argc, char** argv)

{
void *handle;
void (*addvec) (int *, int *, int *, int);
char *error;

/* Dynamically load the shared library that contains addvec() */
handle = dlopen("./libvector.so", RTLD LAZY);
if ('handle) {

fprintf (stderr, "%s\n", dlerror()):;

exit(1l);

dll.c
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Dynamic Linking at Run-time (cont)

/* Get a pointer to the addvec() function we just loaded */
addvec = dlsym(handle, "addvec");

if ((error = dlerror()) '= NULL) {
fprintf (stderr, "%$s\n", error);
exit (1) ;

}

/* Now we can call addvec() just like any other function */
addvec (x, y, z, 2);
printf("z = [%d %d]\n", z[0], z[1]);

/* Unload the shared library */

if (dlclose(handle) < 0) {
fprintf (stderr, "%$s\n", dlerror());
exit (1) ;

}

return 0;

} dll.c
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Dynamic Linking at Run-time

dll.c  vector.h unix> gcc -shared -o libvector.so \
addvec.c multvec.c -fpic

Translators
(cpp, ccl, as)

libvector. so

l libc.so
Reloc:'atalJ_Ie dll.o Relocation and symbol taple
object file l info
Linker (1d)
v unix> gcc -rdynamic —-o prog2r \
prog2r dll.o -1d1
Partially linked 1 t’ libc.so
executable object file oader
(8837 bytes) (exe::ve) Code and data
Fully linked Dynamic linker (1d-1inux. so)
f.’xecutable Call to dynamic linker via dlopen |«
in memory
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Lazy Binding

m Lazy binding, or dynamic binding, defers the binding of each
procedure address until the first time the procedure is called.

m The motivation for lazy binding is that a typical application
program will call only a handful of the hundreds or thousands of
functions exported by a shared library such as libc.so.

m By deferring the resolution of a function’s address until it is
actually called, the dynamic linker can avoid hundreds or
thousands of unnecessary relocations at load time.

m There is a nontrivial run-time overhead the first time the function
is called, but each call thereafter takes only little time

m Lazy binding is implemented with a compact yet somewhat
complex interaction between two data structures: the GOT and
the PLT.
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The Global Offset Table (GOT)

m A GOT is simply a table of addresses,
residing in the data section
m The GOT contains an 8-byte entry for each R
global data object (procedure or global S‘;gﬁgn Ratevs
variable) that is referenced by the object
module
m The compiler also generates a relocatlon h ﬁli’; :jgr:: -
record for each entry in the GOT. At load$ Var#s address
time, the dynamic linker relocates each | [ Ve adiess
GOT entry so that it contains the absolute
address of the object. i
m Each object module that references global

objects has its own GOT.
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The Procedure Linkage Table (PLT)

m Each PLT entry is 16 bytes of executable code. Instead of
calling the function directly, the code calls an entry in the
PLT, which then takes care to call the actual function

m Each PLT entry also has a corresponding entry in the GOT
which contains the actual offset to the function, but only
when the dynamic linker resolves it

Code: Code:
call func@PLT Before the first call B L R E After the first call
GOT:
GOT:
PLT ELL o
> GOT [n]: BLT[0] : » <addr>
—= PLT[0] : o =T call resalver
call resolver 5800
PLT [n] : -
PLT[n]: <& '"‘EL*‘_"[E]1 ] Code:
jmp *G0OT[n] E;m;_:.- ﬂ:|| [ |;|] R func: —
prepare resolver - ) ea
jmp BLT[0O]
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Example program

/* fopen.c
Open a file, write "Hello World!“ to it */

#include <stdio.h>
int main() {
FILE *out;
char buf[l6] = "Hello World!'\n";

out = fopen("hello.txt", "w+");
fprintf (out, "%s", buf);

fclose (out) ;

return 0O;
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PLT

/* section .plt */

# PLT[0] <fclose@plt-0x10>: call dynamic linker
400410: pushg 0x200552(%rip) # GOT[1]
400416: Jjmpg *0x200554 (%$rip) # GOT[2]
40041c: nopl 0x0 (%rax)

# PLT[1] <fclose@plt>:

400420: Jmpq *0x200552 (%rip) # GOT[3]
400426: pushg $0x0
40042b: Jjmpqg 400410 < init+0x10>

# PLT[2] <fputs@plt>:

400430: Jjmpg  *0x20054a(%rip) # GOT[4]
400436: pushg $0x1
40043b: Jjmpg 400410 < init+0x10>

# PLT[3] < libc start main@plt>:

400440: Jjmpg *0x200542 (%$rip) # GOT[5]
400446: pushg $0x2
40044b: Jjmpqg 400410 < init+0x10>

# PLT[4] <fopen@plt>:

400450: Jjmpg *0x20053a ($rip) # GOT[6]
400456: pushg $0x3
40045b: Jjmpg 400410 < init+0x10>
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GOT

/* (gdb) x /8xg 0x600960
<_GLOBAL OFFSET TABLE > */

Before the first call

0x600998 0x0000000000000000

0x600960 0x0000000000600788 # GOT[0] addr of .dynamic

0x600968 0x0000003852e22190 # GOT[1l] addr of reloc entries

0x600970 0x0000003852c14c20 # GOT[2] addr of dynamic linker

0x600978 0x0000000000400426 # GOT[3] fclose()

0x600980 0x0000000000400436 # GOT[4] fputs()

0x600988 0x000000385301ec20 # GOT[5] sys startup

0x600990 0x0000000000400456 # GOT[6] fopen ()

0x600998 0x0000000000000000

/* (gdb) x /8xg 0x600960 .
<3GLOBAL_QFESET_IABLE_> */ After the first call

0x600960 0x0000000000600788 # GOT[0] addr of .dynamic

0x600968 0x0000003852e22190 # GOT[1l] addr of reloc entries

0x600970 0x0000003852cl14c20 # GOT[2] addr of dynamic linker

0x600978 0x0000003853066260 # GOT[3] fclose()

0x600980 0x0000003853067100 # GOT[4] fputs()

0x600988 0x000000385301ec20 # GOT[5] sys startup

0x600990 0x0000003853066e60 # GOT[6] fopen|()
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Linking Summary

m Linking is a technique that allows programs to be
constructed from multiple object files.

m Linking can happen at different times in a program’s
lifetime:

= Compile time (when a program is compiled)
" Load time (when a program is loaded into memory)
= Run time (while a program is executing)

m Understanding linking can help you avoid nasty errors and
make you a better programmer.
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